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Safety is becoming more and more important with the ever increasing level of safety related
E/E Systems built into the cars. Increasing functionality of vehicle systems through
electrification of power train, in future even more by autonomous driving, leads to
complexity in designing system, software and safety architecture. ISO 26262 aims to reduce
the complexity and to approve the traceability of the different safety activities. This paper
presents an approach about model-based development of system, software and safety
architecture using Electronics Architecture and Software Technology - Architecture
Description Language (EAST-ADL), being in line with the relevant standard ISO 26262. In
particular, we briefly discuss how the main safety related activities, such as hazard analysis
and risk assessment, developing functional and technical safety concepts and performing
safety analysis can be performed model-based and how the activities can be related with
system and software development. The state-of-art is also provided and compared with the

proposed approach.

1. Introduction

This paper is an extension of work originally presented in
Electrical Systems for Aircraft, Railway, Ship propulsion and
Road Vehicles & International Transportation Electrification
Conference (ESARS-ITEC 2016) [1]. Nowadays, in a premium
vehicle up to 100 processing units (ECUs) are installed, which are
capable of computing complex algorithms. The embedded
software of a premium automobile contains up to 100 million lines
of source code. On the contrary, the new “Boeing Dreamliner 787”
needs for all onboard systems around 6.5 million lines of code [2].

This comparison shows how complex the software is already
in today's vehicles. Complexity and the scale of the software will
continue growing [2]. Major reasons for the large amount of
software are the electrification of the automobile and already
available advanced driver assistance systems. It is believed that the
ratio of the cost of electric and electronic components to the total
production cost of a vehicle could rise up to 35% by 2020 and up
to 50% by 2030 [3]. With the increase of electrification, the
proportion of safety-critical systems is also growing. Malfunctions
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like "unintended blocking of the drive axle while driving", "power
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assisted steering acts in the wrong direction", or "false tripping of
the airbag while driving" are a few examples that can lead to life-
threatening injuries [4].

Increasing functionality of existing or new vehicle systems
both result in increasing proportion of E/E systems and an increase
in complexity of the system, software and safety architecture.
Engineers from different fields need to be involved. The system
and software architectures have to satisfy the different
requirements in any phase of development. At this point the
question arises, how the industry is responding to the increase in
safety and non-safety related functions without sacrificing the
quality of the software.

An approach, how the engineers deal with these challenges,
uses model-driven system, software and safety development. This
research presents an approach for model-based development of
safety critical functions and model-based development of ISO
work products. EAST-ADL is used as the basis of this approach.
However EAST-ADL should be modified in a way to bring the
system architecture and safety architecture together, because ISO
26262 requires consistency and traceability by the development of
safety critical systems. But the current EAST-ADL specification is
not enough to implement these requirements, because currently the
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system architecture and safety architecture are separated in
different models and there is not direct relation between system
architecture models and safety models. The system architecture is
developed within the abstraction levels of EAST-ADL and the
safety models are realized within the dependability model. It is a
big challenge and also requirement of ISO 26262 (Part 4 — Figure
2, Part 10 - Figure 8 and Figure 9) to show the dependencies
between hazards and risks, safety goals, functional and technical
safety requirements and safety functions. By safety assessments,
the developers should be able to show which safety goals are
implemented by which safety functions and it should be proven
that the safety functions and safety goals have the same
Automotive Safety Integrity Level (ASIL). Therefor it was
essential to modify EAST-ADL in a way to bring these models
together in order to provide consistency check, traceability of
safety functions and also generate the [SO26262 work products
such as safety concept automatically. The extensions enable to
show the relationship between the safety goals and the safety
functions in order to prove easily which function is implemented
for which safety goal. So it is easier to prove the completeness of
the safety activities.

The second main contribution of the paper is to verify and to
validate the technical safety concept and functional safety concept
as required from ISO 26262-4:2018, Clause 7.4.8 within
simulation of safety requirements in the earlier development phase
of project. So it is possible to improve the safety concepts earlier
and also to find out the systematic errors in the earlier phase of
development. The modeling of a complete system is an extensive
project and requires domain specific knowledge. Furthermore,
knowledge is needed about various tools, because the architecture
is described using several tools. Current approach can be replaced
within developed approach based on domain-specific language
with ADL [6, 7]. By this it is possible now within the extensions
and improvements that all information is created within a system
model that describes the complete system, safety and software
architecture and offers the consistency, traceability between
system and safety architecture and enables to verify the safety
concepts in the earlier development phase.

Section 2 shows how EAST-ADL is modified for this purpose.
2. Description of the Approach

The developed approach in Figure 1 shows how the system,
software, and safety development are combined and thus the
complexity of the system is reduced by a coherent architecture.

Hazard analysis &

risk assessment

Safety goals
Functional safety
concept
Technical safety
concept
Hardware design Functional design Hardware safety Software safety
architecture architecture requirements reguirements

Software
architecture

System
architecture

Verification of
requirements

Error model Error simulation

Basic software
configuration

Model driven approach for system, safety and software development

Safety analysis

Figure 1
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The developed method consists of five main parts, which are
shown in Figure 2:
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Figure 2 Main parts of the approach

First part is the architecture development [7]. This part is about
the creation of feature model, system architecture, functional
design architecture (FDA) and hardware design architecture
(HDA). It is also possible to allocate the functions from FDA
model to the corresponding hardware elements of HDA model.
This part is extended within additional safety attributes in order to
combine the system architecture and safety architecture and thus it
is possible to realize the relationship between system architecture
and safety architecture in order to prove traceability and
consistency. The further details will be explained by chapter 2.1.

Second part is safety extensions [8, 9]. This part deals with the
model-based creation of ISO 26262 work products as an extension
to architecture development. Firstly, hazard analysis and risk
assessment is performed. Secondly, the safety goals are derived
from hazard analysis and risk assessment. In order to fulfill the
safety goals, functional safety concept and technical safety concept
are created in the following step. This part is also extended with
additional safety attributes to realize a relationship between safety
model, system model and requirements model. Safety model
enables to realize the safety work products model based such as
Hazard Analysis and Risk Assessment (HARA), functional and
technical safety concept. The extensions enable now additionally
to generate these safety work products automatically from the
models using the developed scripts. The further details will be
explained by chapter 2.2.

Feature model can contain both non-safety-critical and safety-
critical properties of the system. After hazard analysis and risk
assessment, the safety-critical aspects of the system will be
considered as being part of the feature model.

In the system architecture, the safety goals and corresponding
safety functions of the system are taken into account. In the
functional and hardware design architecture, the safety-critical
functions are detailed.

Third part is AUTOSAR [10]. This is about the software
architecture and basic software configuration. The software
architecture can be created from FDA model, which contains the
necessary software features.
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Fourth part is model-based safety analysis. In this step, the fault
trees (FTA) of fault models are automatically generated from error
model of ADL or simulation model with external tools [11] [12].

The last part is simulation and verification. This part is
developed within this research. In this step, error simulation and
verification of the requirements are carried out and this becomes
possible already in the earlier phases of development. On the one
hand, the safety requirements are verified with usage of a
simulation environment. On the other hand, it is possible to
determine the system impacts of causes with error simulation.
Thus, the defined top events of the system from hazard analysis
and risk assessment can be approved. The further details will be
explained by chapter 2.4.

The developed approach allows for consistency and traceability
of individual steps. The method also permits the efficient tracing
from the software architecture to the feature model and from the
safety analysis to the hazard analysis and risk assessment.

In the following subsections the details of the main parts will
be described.

2.1. Architecture development and AUTOSAR

The architecture development can be realized with UML,
SysML or EAST-ADL. For our tasks, the architecture description
language EAST-ADL (Electronics Architecture and Software
Technology - Architecture Description Language) is investigated.

The description language EAST-ADL represents an ADL,
which was specified initially in research project EAST-EEA
(Electronic Architecture and Software Technology — Embedded
Electronic Architecture) and developed further to EAST-ADL?2 in
other research projects ATESST!1 (Advancing Traffic Efficiency
and Safety through Software Technology), ATESST2 [7] and
MAENAD (Model-based Analysis & Engineering of Novel
Architectures for Dependable Electric Vehicles) [8], SAFE (Safe
Automotive Software Architecture) [9] and Synligare [21]. In
addition the language was adapted to AUTOSAR [10], such that
AUTOSAR can be used for the detailed description and the
implementation of the software architecture. It is used to describe
electronic systems in vehicles to facilitate the development of
vehicle electronics [5]. Thus EAST-ADL is a domain-specific
language.

The purpose of EAST-ADL is to provide the engineers
facilitation for the representation and description of electronic
systems in vehicles in a standardized form [S]. It can be used
during different activities for the modeling of functional
requirements, safety work products, as well as for analysis and
design purposes [13].

The metamodel of EAST-ADL is organized in four different
abstraction levels. Each of them fulfills specific roles. Each level
considers a "different phase of vehicle development" [14],
represents the complete system and provides different perspectives
of the whole EEA [5].

The 4 levels “vehicle level, analysis level, design level and
implementation level” are described in detail in the following Fig.
3:

WWwWw.astesj.com
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Figure 3 The EAST-ADL levels and safety activities of the approach

As mentioned before, the library elements of these abstraction
levels were extended further as follow in Fig. 4. The library
elements of EAST-ADL abstraction layer contain the additional
information about corresponding safety goal, safety requirements
and ASIL classification which enable the relationship between
safety model and system model. Additionally the attribute
“verified” shows whether the function is already verified in the
carlier development phase. This information is very useful for
safety case generation and also required from ISO 26262-4:2018,
Clause 7.4.8.1.

EAST-ADL Abstraction Layer artifacts

+ corresponding safety goals
+ corresponding safety requirements
+ ASIL of functions {QM, A, B, C, D}

+ verified {yes, no}

Figure 4 The extensions of EAST-ADL Abstraction layer

At vehicle level, the vehicle or system characteristic is
described with a lot of features. In this step, the question 'what'
must be realized with the architecture development, but not the
question "how". To detect and to eliminate risks as early as
possible, it makes sense to perform the hazard analysis and risk
assessment in parallel on the same level [15].

The analysis level describes the realization of the features in
the functional analysis architecture (FAA) in form of functions.
Here we find a top-down decomposition of features on functions
and on abstract sensors and actuators [16].

The design level consists of FDA and HDA. The FDA
comprises the functions of the FAA, which can be further detailed
and decomposed. In addition, an allocation graph is modeled, in
which the function blocks of the FDA are allocated to the hardware
components of the HDA [18].

The implementation level describes one-to-one the software
architecture of the FDA in AUTOSAR [17].
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2.2. Safety Extensions

EAST-ADL offers the dependability package with safety
extensions, which enable to create the work products of safety
development process such as hazard analysis and risk assessment
or safety goals, as it is shown in Figure 6.

The dependability model is additionally designed to support
the developer in creating safety requirements and performing
safety analysis, as well as in the modeling of systematic errors and
their propagation, which leads to failures.

As mentioned before, within this research the library elements
of dependability model were extended further as follow in Fig 5.

Dependability model artifacts

+ corresponding safety goal
+ corresponding safety requirements

+ validation {yes, no}

Figure 5 The extensions of EAST-ADL dependability model

The developed extensions within this research enable the
generation of safety concepts using the developed automation
script. They are created automatically from modified requirements
model and dependability model.

Feature flaw

[ Hazardous event

[ Safety goal ]

Functional safety concept

l Requil X =
l Requirement Y =

Operational situation

Technical safety concept

Quality requirement X
Kind: Safety
Quality requirement Y
Kind: Timing

Figure 6 Dependability model

During the development of a system, requirements should be
defined, which can be modeled in a separate requirement diagram
as shown in Fig 5. Requirements model may include both non-
safety-critical and safety-critical requirements. Therefore, it is
recommended to begin with the requirements modeling on the
system architecture level.

The requirements model in EAST-ADL is based on the SysML
(Systems Modeling Language), adapted to the metamodel of
EAST-ADL [5]. User-defined features can be added to the
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requirements, as it is also possible in DOORS (Dynamic Object
Oriented Requirements System). Information such as status,
author and responsible person are added, in order to achieve better
traceability of the changes. Requirements model can be exported
in the format ReqlF (Requirements Interchange Format) to
facilitate exchanges with other requirements tools. As mentioned
before, the requirements model is extended further as in Fig. 7 and
8 with safety related features such as ASIL classification,
corresponding safety goal or decomposition relevance.

Requirements model artifacts

+ corresponding safety goal
+ corresponding safety function
+ ASIL of requirements {QM, A, B, C, D}

+ verified {yes, no}

Figure 7 The extensions of EAST-ADL requirements model

4[ Feature ] [ Safety goal ]

None safety requirement Functional safety requirement

Requirement X qui X
am ASIL: X |

Technical safety requirement Technical safety requirement

X X

Kind:Timing Kind:Safety
ASIL: X ASIL: X

—

Technical safety requirement

Requirement X
Kind: ...
ASIL: X

Figure 8 Requirements model

The extensions within this research enable the generation of
safety concepts using the developed automating script as follow
in Fig. 9.

Safety Concept()

'Functional and Technical Safety Concept’
newline

* Generator Output: Multicore: RequirementsMode
File Edit View Help

Functional and Technical Safety Concept

foreach .Requirement
{
SA=10";
$Decomposition:
*safety Goal :
$Safety=:Safety
newline

Safety Goal: SafetyGoal-1

Functional Safety Requirement: FS-Reql
ASIL of FS-Req1 (Safety-Requirement): X
Technical Safety Requirement: Req1

$Regname= :Name;

'Functional Safety Requirement : ' :Name; '

newline ASIL of Req1 (Requirement_Model) - X
Technical Safety Requirement: Req2

sc - o ASIL of Req2 (Requirement_Model) - X

'ASIL of ' :Name;

' (Safety-Requirement) : ' :ASTL;

SA = :ASTL; Safety Goal - SafetyGoal-2

newline Functional Safety Requirement : FS-Rea2

ASIL of FS-Req2 (Safety-Requirement) - Y
Technical Safety Requirement : Req3
ASIL of Rea3 (Requirement_Model) - Y
Technical Safety Requirement - Reg4
ASIL of Regd (Requirement_Model) =Y

yRequirement

'Technical Safety Requirement : '
:Name; '

SFunsafetyReqs :Name;

'RSIL of ':Name;

(Recmirement Model) : ':ASTL;

Figure 9  Safety concept script and generated document
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It is possible to generate error models automatically from
functional design architecture model (FDA). Error description and
error logic to the individual subsystems are modeled afterwards.

Because vehicles in general and especially electrical vehicles
consist of complex systems, it is very difficult to determine all
measures to prevent a hazard. Of course, Original Equipment
Manufacturers (OEMs) and their system suppliers are committed
to reduce all risks to an acceptable level. This means that for all
hazards and risks relevant safety goals, safety concept, safety
requirements and safety measures have to be defined. For this
reason, ISO 26262 requires to carry out the safety analysis based
on fault models in the automotive industry. For example with the
help of the fault tree analysis it is possible to find the error causes
for a particular hazard [19].

In EAST-ADL, it is possible to model errors and their
propagation in an error model to recreate a failure behavior [20].
On the basis of error models, additional tools such as HiP-HOPS
[11], ALTARICA [12] can be used to perform model-based safety
analysis.

Figure 6 shows how the error model and error logic can be
created.

SEN

Error behaviour

External Failure = {Error X}
External fault = {Input X, Input Y}
Internal fault = {Internal failure}
Process fault = {}
Failure logic = {Error X = Input X [logical op.] Input Y
[logical op.] internal failure}
Type = {}
!
|

Internal failure

Figure 10 Error Model

Error X—

\J

2.3. Model based safety analysis

It is possible to use commercial tools such as HiP-HOPS [11]
to perform the safety analysis. These tools are capable of
generating fault tree analysis (FTA) and failure modes and effects
analysis (FMEA) automatically from an error model [11].

Safety analysis enables to find out possible error causes which
should be detected and avoided with appropriate safety measures.
For this purpose, safety measures and requirements are defined in
order to introduce countermeasures. Additionally, functional and
technical safety requirements can be defined or extended based on
the results of the safety analysis.

2.4. Simulation

For verification of the requirements and error simulation, a
simulation environment such as Simulink (Matlab), Dymola,
CarMaker, etc. can be used. For instance, the power train of an
electric vehicle can be simulated with the help of a simulation
environment and error models can be designed and implemented.
The behavior of the vehicle can be simulated with error models in
a way where the error causes such as failure sensor values can be
used as stimulation signal. The simulation is used for the
verification of the requirements, for detection of the errors in the
earlier phase of development and for detection of the system
impacts of errors. If it is found that the safety requirement cannot

WWwWw.astesj.com

be implemented as intended, then the requirement should be
redefined. This is shown in Figure 11.

Requirement: The fault value of sensor signal X should be
detected in any situation with plausibility check of signal Y.

Signal X

Not fullfilled, because

Signal Y Signal X != Signal Y

Figure 11 Verification and simulation

Fig. 12 shows the evaluation procedure of the defined hazards.
The simulation is performed within the error causes in order to find
out the system reaction of these failures. If the vehicle behavior is
the same as defined hazards, then HARA is approved, otherwise
HARA should be extended further as required from ISO 26262-
4:2018, Clause 7.4.8 in order to develop the necessary safety
measures to detect and prevent the possible hazards.

2l

LEVETGED BN

Requirements
risk assessment

model

Error model

Safety
analysis

Figure 12 Error simulation

3. Use-Case

In order to show the benefits of the developed model-driven
approach, an example is created which shows the safety-critical
function development. It starts with hazard analysis and risk
assessment and ends with verification of safety goals and safety
requirements. Figure 13 shows a typical dependability model of a
system. In this concrete case an electrical machine is considered as
an item. Hazard is defined as “Uncontrolled vehicle movement
because of faulty torque”. ASIL of hazardous event is classified
based on the operational situation. In this case the hazardous event
“Loss of traction in boundary dynamic situation” leads by driving
a curve to a dangerous situation. Therefor the ASIL of this
hazardous event is classified as ASIL D (C3, S3, E4). At the next
step safety goal “No faulty torque in boundary dynamic situation”
is defined with the safe state “Electric machine is torque-free,
vehicle is rolling freely” in order to detect and avoid the failure.
After this functional safety concept and technical safety concept
are created in order to achieve the safety goal. Functional and
technical safety requirements are linked from the requirements
model and shouldn't be specified again in the dependability model.
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> 172
[Kind Safety gl
> 173
Required ASL: D
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Figure 13 Dependability model — power train example

Functional and technical safety requirements are specified with
associated information within the requirements model. Their
allocation to architectural elements is realized just by using the
satisfy connection. In this case the safety goal is realized with the
function “Speed monitoring” (FAA) as shown in Figure 14.

Kind: Safety =

Requirement 1_7_3

|The safety function should

[Kind: Safety o

Requirement 17_1

[The safety function should
heck whether the speed

lsensor value of the electric

Imachine does not exceed a
efined devation in relation to
he wheel speeds.

Asii D

=
Requirement 1.7
2

detect the electrical faults of
the speed sensor and CAN
signal fautts (wheel speeds)
Asi:D

Derive Faulty speed sensor value of ko Seisv__________ Speed monitoring
fthe electric machine shall be
ldetected. sSLD

ASLD

I

rebre

Kind: Timing =

Requirement 1_7_2

If the deviation i greater than
[X 1/min, the safe state shall
bbe reached after at the latest
¥ ms

asiio

Figure 14 Requirements model — power train example

Functional and technical safety concept can be created
automatically from the dependability model and requirements
model using the developed script as shown in Figure 15.

I Generator Qutput: Multicore: Requirementsiodel
File Edit Wiew Help

B& b

Functional and Technical Safety Concept

Safety Goal: SafetyGoal-1

Functional Safety Requirement: Requirement 1_7
ASIL of Requirement 1_7 (Safety-Requirement): D
Technical Safety Requirement: Reguirement 1_7_1
ASIL of Requirement 1_7_1 (Requirement_Madel): D
Technical Safety Requirement : Requirement 1_7_2
ASIL of Requirement 1_7_2 (Requirement_Model): D
Technical Safety Requirement: Reguirement 1_7_3
ASIL of Requirement 1_7_3 (Requirement_Madel): D

Figure 15 Functional and Technical Safety Concept — power train example

Figure 16 shows the FDA model. The safety requirements are
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implemented within the subfunctions of the FDA model which are
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extended within safety attributes to enable consistency and
traceability check.

‘Speedsensor_HWrcn: HiWFcn | Speedsensor_l0: COD Speedsensor_LDM: SA. peed!d
“Desgruncions
Dt S Speed_pus Speea Speedn Soeed_out [B]———{»] i Speecn 1_speed_ou [}

Speed_n ‘ EM_Speed_Out

] vinsoeed_H.
VnSpesa_HL
> wnspecs s

WnSpesd KR

Figure 16 Functional design model — power train example

Error model of the hazard is generated automatically from
FDA-Model. Afterwards the error logic of subsystems will be
described individually with possible fault causes, considering the
error propagation. Error logic contains all possible output failures
of every submodule, with regard to internal hardware failures,
internal software failures and input signal failures, as it is shown
in Figure 17.

Omission_EM_Drehzahl Aus
[externalFailure:= {EM_Drenzanl_Aus}
|externalFauit = (E_Drehzahl_Ein, Raddrehzahl_HL, Raddrehzahl_HR}
iinternalFault -

T [processFault = {interaHardwareFaiure}
> ailureLogic:- { >
Eli_Drehzahl_Ein J0-EM_Drehzahl_Aus = 0-EM_Drehzahl Ein OR O-Raddrehzahl_ HL OR Error
|0-Raddrehzahi_HR OR nternalardwareFailire; } EM_Drehzahl_Aus

[type:= HP_HOPS

|
v
PR A—

T

InternalHardwareFailure:

Raddrehzahl_HL

i
|

|

! Comission_EW_Drehzah_Aus

I [externalFailure:= {EM_Drehzahl_Aus}

| lexternalFault-= (E_Drehzahl_Ein, Raddrehzahl HL, Raddrehzahl HR}
| internalFault - fintemalSoftwareFaiure}:

| lprocessFault= g

T

- failureL ogic:= {

Raddrehzahl_HR IG-EM_Drenzahl_Aus = G-EM_Drehzahl_Ein OR C-Raddrehzahl_HL OR
lc-Raddrehzahl_HR OR nternalSoftwareFailure; }

[type:= HP_HOPS

|
v
R A—

InternalSoftwareFailure:
Figure 17 Error model logic — power train example

The additional tool HiP-HOPS enables to perform model
based safety analysis automatically from the existing error models.
This tool is capable to generate cut sets, fault tree analysis (FTA)
and failure modes and effects analysis (FMEA). Figure 18 shows
the generated FTA for the top event “faulty torque”. The causes
such as sensor failures, internal software failures and internal
hardware failures, which lead to the top event, are listed in the
FTA. In this case a qualitative safety analysis is realized. The tool
also enables to perform a quantitative analysis.

FaultTrees | FMEA | Warnings

Top Event (Effect) Faulty forque

Description /A

System Unavailability [ o
Severity 0

BT

ED FaultTrees

SL) Faulty torque {293)

O DrehzahiL " ilure (2)

C Raddrehzahlen.Errorvalue (68)

O b _LDM_Si (s4)
Oo _10_CDD. ilure (39)

O o - HWFen (24)

O sensor.Offsets (76)

O Sensor.OpenCircuit (77)

© sensor.0utOfRange (75)

O sensor.ShartCircuitBetwesnNeighbouringPins (78)
O sensor.ShartCircuitToGround (79)

O sensor.shortCircuitTovbat (80)

O sensor.StuckInRange (74)

O DrehzahlUeberwachung.InternalSoftwareFailure (1)

O o _LDM_Sig; ilure (53)
O o _10_CDD. ilure (38)
Op _HWF twareFailure (23)

Figure 18 Model based safety analysis with HiP-HOPS — power train example
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Finally, the error simulation is performed, in order to verify the
system effects (top events) which were defined before within the
HARA. For this reason the simulation is stimulated within the error
causes (basic events) regarding fault tree analysis. The basic events
should lead to the top events. After simulation the results are
compared with the HARA results. If they are same, then the
defined hazardous events are correct and thus verified. But if the
vehicle behavior is other than defined events, the HARA should be
extended. If necessary, a new safety goal should then be defined,
in order to avoid new detected system impacts. In this example a
concrete hazardous event (faulty torque due to E-Machine speed
sensor failures) leads to loss of traction, which causes the vehicle
to enter an instable state. In the boundary dynamic situations, €. g.
when driving a curve, the driver cannot control the vehicle
anymore. This may lead to a fatal accident. Figure 19 shows both
the verification results of technical safety requirements and
validation of safety goals regarding the error simulation.

HO 4 Hh

Verification and Validation

Safsty Goal: SafetyGoal-i
Validated: yes

Functional Safety Requirement: Requirement 1_7
Verified: yes

Technical Safety Requirement: Requirement 1_7_1
Technical Safety Requirement: Requirement 1_7_2
Technical Safety Requirement: Requirement 1_7_3
Veified: yes

ASIL of FDA SpeedMonitoring - D
ASIL of FAA SpeedMonitoring - D
Veified: yes

ASIL of FDA Speedsensor HWFcn: D
ASIL of FAA FD: Speedsensor: D
Veified: yes

ASIL of FDA Speedsensor_IO: D
ASIL of FAA FD: Speedsensor : D
Veified: yes

ASIL of FDA Speedsensor_LDM: D
ASIL of FAA FD: Speedsensor: D

Figure 19 Verification and Validation — power train example
4. Conclusion

The presented approach supports developers in creating a
model based system, software and safety architecture of E/E
systems. Various tools are used currently for different special
development fields. The architecture description language EAST-
ADL, the main component of this approach, replaces these tools
in a way that the entire development of system and safety
architecture can be realized within EAST-ADL. The proposed
approach has the advantage to verify the functional safety concept
and technical safety concept and also to validate the hazard
analysis and risk assessment within the developed simulation
environment in the earlier development phase of project.

The biggest advantage of this method is to prove the
traceability of the different development steps and safety work
products with the help of extended library elements and developed
scripts. Once the user became familiar with the method, it is easy
for him to understand the overall architecture. Figure 20 highlights
the relationship between the various levels and shows the
traceability of different steps.

The approach enables to understand the system, software and
safety architecture of an item very quickly. When applying this
approach, requirement model, dependability model and library

WWwWw.astesj.com

elements of EAST-ADL is extended within safety features (such
as ASIL classification of requirements) in order to model the
safety-critical requirements with necessary attributes and in order
to create functional and technical safety concepts automatically
using developed script and in order to combine system and safety
architecture. The wuser can thus find out quickly which
requirements are implemented for which functions.

==

= o]

Hazard analysis & risk
assessment/ Safety goals /
Safety concepts
o model —_
= == == $_/ = = =

)
/
[ " System ! c Safety
o - < -

Hardware design Functional design [ : -
architecture architecture — —
- !

e
" @ e C—
Software Safety

B ece) analysis

& Types

Figure 20 Traceability of the development steps

Another major advantage of the approach is the mapping of the
EAST-ADL levels to the work products and requirements of ISO
26262. Already, at the initial phase the relationship between
EAST-ADL and ISO 26262 is very significant. With dependability
package of EAST-ADL, safety aspects of ISO 26262 can be early
considered in the architecture development workflow. Thus, the
hazard analysis and risk assessment is performed to find out the
safety goals.

Dependability models allow the modeling of the necessary
requirements for achieving the defined safety goals. Subsequently,
the functional and technical safety concept can be created. So the
user gets an overview, which safety concept is formulated for
which safety goal. EAST-ADL offers the possibility to generate
the error models automatically from FDA-models. With help of the
approach and external analysis tools, safety analysis can be
performed automatically from error models.

Systematic errors can be detected by the verification of the
requirements and error simulation and it is also possible that safety
measures are specified early in the development phase.

Finally, advantages of the presented approach can be
summarized as follow:

* Modeling of safety-related functions in an architecture
description language.

» Achievement of an efficient and consistent model-based
development of automotive embedded system.

* Model based automated creation of ISO 26262 work products
from hazard analysis and risk assessment to safety requirements
using developed scripts.

» Combination of system and safety development to achieve the
traceability and to show the relationship between safety goals and
safety functions considering ASIL.
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* Verification and validation of functional safety concept and

technical safety concept in the earlier development phase of
project.

 Early detection of systematic errors and system impact of

CITOrS.
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